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Biometrics
Introduction
	System authentication has changed tremendously over the past couple of years. This developmental change has engineered the rise of a biometric system. Most people often express high confidence with the biometric system due to its heightened security and authentication features. According to Harman & Cornelius (2017), a good system should not only be user-defined but should only allow access to the authentic user.  In hospitals, for instance, patient data and information should remain secret. A breach in such data may greatly affect the integrity of the system and the overall confidentiality of data and information protected in such as system. To avoid such breach, the hospital should encrypt the patient’s data and allow only the right person(s). The purposes of this essay are to discuss confidentiality, integrity, availability and accessibility of the system.   
The Need for Reliable System
	In an organization, it’s a necessity for employers to remains needs ambitious but honest and ones who will follow the rules and respect other people’s boundaries. This characteristic is important in keeping the company’s secrets and also the client’s information safe. Unethical working environments may encourage sharing of customer’s sensitive information, an authorized access or loss of data and information. Such activities may increase disputes or even litigation processes.  Levush & Law Library of Congress (2014) indicates that secure data system and authenticity techniques are fundamental to the success of service companies. This authentication must basically adhere to data integrity, availability and access.   
Data Availability
The importance of data available to business operations is paramount. Not only does information play a huge role in the company’s operations and facility management, but it also helps in business continuity. Protecting data access and availability is, therefore, key to the functions and the operations of a business or a company. In case of fire or any catastrophic even, data availability and access help maintain strategic operations and management of the organization (Dahake & Nimbhorkar, 2015). It’s therefore critical for managers and business owners to formulate policies and procedure that always ensure there is an efficient mechanism that allows data storage and easy retrieval. 
	The best way of securing the system is by employing people who monitor the database and files. This monitoring will control crimes such as information leakage, unauthorized data sharing and access. Salaiwarakul& Ryan (2008) noted that doing impromptu audits can also help secure the system by making it more reliable and user-friendly. Proper maintenance of the system by constantly checking for any damages can help reduce the cost of losing information or repair when damaged. Continuous improvement can make the system more secure and acceptable.
	Identification of people from travelling documents such as passports or I/D when in need of services is another important policy of ensuring data protection and integrity. Advancements in this system include detection of iris and face. This improved authentication not only improves data integrity but also boost confidentiality and access.  As Das (2018) indicates, biometric verification will continue to increase with technological advancement making data loss or breach even harder. However, it’s important to be wary of improved hacking and fraud through the use of the same technology. 
	Teufel, Min, You & Weippl (2014) explains that for a biometric system to be secure, cryptography should be employed to improve secrecy. This kind of encryption is a technique that uses some patterns to encrypt information on the system's database. It’s unique as it allows the sharing of secrets but at the same time hide such information to an unauthorized persona. It identifies the genetic make-up of any individual which varies from one person to another. 
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